
Welcome!



What is HIPAA?

Health Insurance Portability & Accountability Act., 1996

HIPAA  regulations require all health care providers, organizations  & 

business associates to develop / follow procedures that ensure the 

security & confidentiality of protected health information (PHI, ePHI) 

when being  handled, received, transferred or shared  (oral, paper or 

electronic). 

HIPAA is enforced by the Office of Civil Rights (OCR).

Presenter
Presentation Notes
Remind everybody that we in healthcare are responsible for upholding the act - HIPAA – after giving the overview of what HIPAA is, talk a little of the first A in HIPAA – we are all Accountable to protect all patient information and data. 
And as HIPAA is the law, HIPAA is not the police, the enforcement of the HIPAA privacy and security rules are performed and managed by the Office of Civil Rights. 



HIPAA  Compliancy

• Notice of Privacy Practices (NPP)

• Patient Acknowledgements

• Protected Health Information (PHI, ePHI)

• Office Risk Assessment (RA)

• Business Associate Agreements (BAA)

Presenter
Presentation Notes
Go over a little what each bullet point is and explain that these acronyms are used system wide, in all states and territories. 
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COOPERATIVE OF 

AMERICAN PHYSICIANS

Notice of Privacy Practices 
(NPP)



Requires that all covered health care providers develop 

and distribute a notice.  

The notice must  provide a clear, user-friendly 

explanation of individuals (patients) rights regarding 

PHI, ePHI & the privacy practices of the entity, health 

provider or health plan.

Notice of Privacy 
Practices



Notice of Privacy 
Practices

Must be posted or available!



Why is This Important?

Notice of Privacy 
Practices

Presenter
Presentation Notes
Bullet point what the NPP is, why its there, and what the physician office must adhere to for all patients and family members. Talk a little about how healthcare is not the only place where NPP is used. 
Share of how periodically all of society receive NPP from our banks, utilities and all government agencies.  

Share that this is a sample NPP that must have an effective date, and who the privacy officer is. This notice must be posted or available in lobby. Not only for patients, but all visitors to the medical facility. 
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NPP - Patient  Acknowledgements



NPP - Patient
Acknowledgements

Notice of Privacy Practices  (HIPAA, PHI, ePHI, BAA):

• Accessible via poster or binder for patient and others

• Provide a fact sheet

• Signed receipt  / acknowledgment form
(physically or electronically)



NPP - Patient
Acknowledgements

Patient  acknowledgement!



Why is This Important?

NPP - Patient
Acknowledgements

Presenter
Presentation Notes
Talk regarding when a patient takes a copy of the office NPP, that you are required to document their receipt.  Talk a little of how the Patient Portal will automatically update your HIPAA acknowledgement log, once a patient clicks on the document, downloads or prints it. Thus encouraging the office to advertise and ask patients to use the portal.

Talk about the paper form and the patient portal use
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Business Associate Agreement
(BAA)



Business Associate
Agreements

Required with entities that:
• Create
• Receive e-health / diagnostic services
• Store / maintain any type of PHI, ePHI 
• Transmit ePHI on behalf of a covered entity

Subcontractor:
• Subcontractor = person to whom a business associate 

delegates a function, activity, or service
• Subcontractor + PHI = Business Associate



Business Associate
Agreements



Why is This Important?

Business Associate
Agreements

Presenter
Presentation Notes
Explain the sharing of data – e-health e-PHI, PHI etc.. And give an example of a billing service, and if you change your contracts, what needs to happen with a BAA

Share this is a sample that should be reviewed often, and especially if any changes in business. 
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Breach Notifications



Breach Disclosure Duties

Breach  (45 C.F.R. § 164.406 - 164.410) :
Unauthorized acquisition, access, use, disclosure of 
unsecured PHI, ePHI in a manner not permitted by the 
HIPAA Privacy Rule that compromises the security or 
privacy of PHI, ePHI.

Covered entities and business associates are required to 
report any breach of unsecured PHI, ePHI.



Less than 500 patients:  
Covered entities and business associates are required to 
notify OCR of breach no later than 60 days of calendar year 
end.

• Notify your Medical Professional Liability Carrier

• Follow breach instructions:
www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html

Breach Disclosure Duties



Greater than 500 patients:
Required to notify OCR within 60 days of breach.

• Must notify the media
• Offer affected patients 1 year credit monitoring service
• Notify your Medical Professional Liability Carrier

• Follow breach instructions:
www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html

Breach Disclosure Duties



Why is This Important?

Breach Disclosure Duties

Presenter
Presentation Notes
Talk of what a breach is, how it happens, why the importance is there!

What happens for less than 500 patients

What the importance of the Greater than 500 patients – talk a little of the breach that happened at the BLUE’s / TARGET / HOME DEPOT etc.
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Office Risk Assessment
(RA)



Office Risk Assessment

• A risk assessment helps your 
organization ensure it is 
compliant with HIPAA’s 
administrative, physical, and 
technical safeguards.

• Risk assessments may reveal 
areas where your organization’s 
protected health information 
(PHI, ePHI) may be at risk.



Risk Assessment



Risk Assessment



Why is This Important?

Risk Assessment

Presenter
Presentation Notes
How important this is, why we must do it periodically, how the policy must be written and be specific.

Talk of this example and what it means to the office, and to EHR incentive plans or, Meaningful Use (MU)

This is a closer look at passwords on the Risk Assessment,  explain other ideas of a potential risk – servers in open areas, possible theft,  USB flash drives. Etc. 
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